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Abstract
It has been a while since high-speed host protocol processing
has been a central concern of networking research. This paper
expands on the ideas presented recently by Van Jacobson[1],
who, among others[2], [3], [4], [5] played a large role in the
development of efficient host processing almost two decades
ago. Recently Jacobson has suggested moving the TCP/IP
implementation out of the kernel of the operating system in
multi-core CPU-based systems. This reduces the number of
context switches and locks used, so that more concurrency,
among other performance enhancements, are achieved. We
do not attempt to modify this technique as the improvements
are significant. Instead we attempt to identify and solve some
of the problems inherent in changing the software architec-
ture to achieve such a move. Taking the TCP/IP stack out
of the kernel can have significant impact on the overall ar-
chitectural aspects of Internetworking. This paper discusses
this optimisation in relation to addressing, routing and the
end-to-end principle of Internetworking. We also show that
these changes can have a significant impact on applications.
This paper raises a number of questions concerning userspace
TCP/IP and makes an attempt at some of their solutions.

1 INTRODUCTION
Attention once again has been paid to high-speed protocol

processing in end systems. This is because extremely high
speed optical networks are now being attached directly to In-
ternet hosts and these hosts are now routinely equipped with
multi-core CPUs. Multi-gigabit per second Ethernet is now
beginning to appear on end systems with the prospect of ter-
abit per second network interfaces coming in the near future.
New applications are being developed to use these high speed
networks and to saturate the new optical network interfaces.
Once again, as it did in the late 1980s and early 1990s, the
protocol processing in the host has become the bottleneck in
the end-to-end transfer of data between two applications on a
high speed network.

At the same time as the appearance of very high speed net-
work interfaces, modern PCs are now gaining multiple CPUs

with multiple cores driving operating systems that are capa-
ble of executing multiple threads in parallel. Van Jacobson
has recently pointed out[1] that the traditional software ar-
chitecture, with the protocol stack implemented in the kernel,
even though highly optimised for the case of the single-core,
single-CPU system, becomes a performance bottleneck in the
face of high speed networks and multiple-cores and multiple
CPUs. Jacobson shows that implementing network protocols
in user or application space opens up the hardware/software
architecture to an increase in performance because of the de-
crease of software locking and a general exploitation of pro-
cessing concurrency. According to Jacobson, this speedup in
performance should be no surprise as user space protocol im-
plementations for multi-processing is more consistent with an
important end-to-end principle in system design that protocol
processing is better done closer to the furthest endpoints on
the communication channel[6].

This paper expands on the work presented by Jacobson et
al[1] by discussing some of the architectural implications of
user space TCP/IP protocols implementation. Specifically the
effect on addressing, routing, mobility, stack diversity and the
end-to-end argument are discussed.

1.1 Organisation
The rest of this paper is organised as follows. The next sec-

tion introduces and motivates the use of user space network
protocol implementations. Section 3 is a discussion of the im-
plications of user space TCP/IP. Section 4 details a number of
other advantages. More specifically Section 4 gives several
concrete examples of how deploying TCP/IP in this way can
help applications. Potential problems of user space network
stacks are introduced in Section 5. Following a discussion of
the potential problem, related work is discussed in Section 6.
Finally this paper concludes in Section 7.

2 USER SPACE NETWORK PROTOCOL
IMPLEMENTATIONS

User or application-space implementations of network pro-
tocols have been suggested in previous work [7] [8], but few
of these studies (except, of course, Jacobson’s recent Linux
study) has examined the performance benefits that can be
gained in modern communication system. Modern computer



systems increasingly include multiple processors. These pro-
cessors may contain multiple cores. This growth in the num-
ber of processors and/or cores is an attempt to increase the
concurrent processing within the system. Moving the TCP/IP
stack into user space (as opposed to being in a monolithic
kernel) means that network processing can take place with
fewer cross-core critical sections. Jacobson presents a worst
case scenario [1] where the network interrupt processing and
the process are configured to be executed on different cores.
A comparison to a single core processor shows that a 27%
increase in utilisation occurs when the core that performs the
network processing is not the same core as the application
process.

The main reasons for this reduced performance are spin
locks which are used to wait for others cores to exit criti-
cal sections and cache misses that occur when the network
processing and application processing are performed on dif-
ferent cores. When the core that does network processing is
different from the process that consumes the resulting data
some form of shared memory is required. Whenever memory
is shared between two processes, a lock is needed to ensure
consistency of common data structures. Locking is an expen-
sive operation [1]. The cost of locking is increased further
when the lock spans multiple cores. Locks can be reduced if
per-core data structures are used [9]. This is shown on single-
core processor machines where the core that does the network
processing is the same core as the the one executing the ap-
plication process.

Other factors that affect the performance of network pro-
cessing are [1]

• Context switches - Network processing within the kernel
is done using a number of different interrupts. The hard-
ware interrupt occurs when a packet arrives and places
the packet on an input queue. A software interrupt is
called later to facilitate the packet processing within the
kernel. The result of these interrupts is a forced context
switch. Another context switch is used to pass to the
packet to the application process. Context switching is
an expensive operation.

• Extra data copies - Kernel implementations often have
extra data copies. For example, copying the packet to
the socket buffer and then to an application’s buffer in
user space.

• Difference in speed between the processing power and
memory performance. Any memory options such as
loading an instruction from cache will be a principal cost
in terms of performance within a single node.

Jacobson [1] suggests that in order to improve performance
and to increase concurrency, the processor which does the ap-
plication processing should also do the network processing.

This limits the amount of work done by the hardware and
software interrupt service routines. A process or processor
(which of these two is used is discussed in Section 3) sim-
ply creates an instance of the stack within the application’s
runtime image rather than communicating with a single in-
stance in the kernel. Thus, protocol processing gets pushed
back to the application, i.e., closer to the end-point of the the
communication.

The principle benefit from this rearrangement of the soft-
ware protocol architecture is the increased performance that
can be achieved due to the reduced number of spin locks and
cache misses. We suggest that moving the network stack out
of the kernel has additional benefits for the network archi-
tecture. The remainder of this paper explores these benefits,
costs and implications.

3 EFFECT ON ADDRESSING
In most IP protocol stack implementations, the IP address

is assigned to a network interface. On these systems, there is
one, usually kernelised, TCP/IP protocol stack implemented
architecturally just above the network interface. It is possible,
however, to implement either the transport protocols (TCP
and UDP) in user or application space, or, even more rad-
ically, to implement the full Internet stack including IP, in
application space. This raises the question, however, whether
it is desirable to view the IP address as attached to the net-
work interface because there are, in this more radical case,
potentially many processors in this system. In this paper, we
explore three issues that arise in tackling this change of soft-
ware protocol architecture. We discuss IP address assignment
to network interfaces, to processor-cores, and finally to oper-
ating system processes themselves. A discussion of the pos-
sible large increase in Internet routing table size due to pro-
cessor/process IP address assignment is left to Section 5.

3.1 Network Interface Address Assignment
IP addresses assigned to a network interface is the current

status quo. This makes the CPU which services the network
interrupt a performance bottleneck. In a single processor ma-
chine, the same processor is used to run the process as to ser-
vice the interrupt, with the interrupt, in the case of most sys-
tems, having priority. In a multi-processor machine there is
at least one other processor which could continue doing work
while the interrupt is processed. If the interrupt is serviced in
the OS kernel, then all the processors may end up waiting on
the kernel to finish servicing the interrupt when there is useful
work that could be done in parallel. If the protocol processing
for a particular application were pushed out to the processor
that was running that application, the other processors could
continue to execute code on behalf of other applications in-
stead of stalling and waiting for kernel protocol processing



to complete. This is another way of enforcing the end-to-end
argument in system design[6].

3.2 Core Address Assignment
If IP addresses are assigned per core, the bottleneck is

pushed further towards the end of the communication chan-
nel. Since each core is addressed individually the network
interface card becomes another hop within the larger Inter-
net. The network interface card would then do in essence, a
lookup similar to what a router does and forward the packet
to the destination core process.

Allowing each core to have its own networking stack en-
ables faster processing than is currently possible with a single
kernel implementation executing on behalf of all cores. Each
application protocol-stack runtime would have its own input
and output queues. When a core processor becomes available,
the packets can be taken from the queue (for the case of in-
put packet processing) and be processed before being passed
to the application code proper. The ability for each core to
have its own queue solves locking contention problems and
the kernel is no longer the protocol processing bottleneck.

3.3 Process Address Assignment
A user space implementation of the TCP/IP stack could be

structured in a number of ways, vis a vis the application. One
way would be for the TCP/IP code to be implemented in a
run-time library that is linked to the application. Another way
could be that the protocol stack was implemented in a run-
ning daemon or server communicating with the application
through shared memory or the file system or some other kind
of interprocess communication. In either case, some other en-
tity, the router or perhaps the code for the network interface
card, assigns each instance of process on a processor its own
IP address.

However, IP address assignment on a per process/processor
basis would increase the number of IP addresses used and
would have a significant effect on the size of the routing and
forwarding tables. This impact is discussed in Section 5. We
also want to say, though, that this problem of increasing the
number of IP addresses in the routing and forwarding tables
may be avoided by taking the less-radical approach of im-
plementing the transport protocols (TCP and UDP) only in
application or user space, and leaving the IP code in the ker-
nel. It remains to be seen, in our research, whether this hybrid
approach frees up enough concurrency and gets rid of enough
processor locking to substantially increase performance. One
needs to remark here that this approach, while relieving the
size issue, would mean that some of the other points of flexi-
bility we discuss below could not be taken advantage of.

3.4 Multi-processors: The End-to-End Princi-
ple Revisited

A user or application space network protocol implemen-
tation scheme provides more end-to-end properties to the
communication on a multiprocessor-based host than current
kernel-based network protocol stacks do. Checksumming, re-
liable ordering of data, end-to-end congestion control, and
other end-to-end properties are closer to the application in
this new implementation architecture than in the traditional
monolithic kernel run-time environment. Having these prop-
erties of the traditional reliable transport protocol such as
TCP run in the same memory image as the application pro-
vides the application better and more reliable guarantees of
their service. For example, the end-to-end checksum in TCP,
if run in the same process space as the application, is able to
detect any errors in the data that might be produced by the
host hardware itself, as it grows more complex supporting a
large number of processors and busses. And the same is true
for the cases of reordering of data end-to-end. In addition,
as routing moves from just wide area over long distances to
the actual routing of packets inside of a multiprocessor host,
end-to-end congestion control from application to application
may mean process to process, even inside of the same host.
As Van Jacobson states:[1]

”The end of the wire isn’t the end of the net”.

4 OTHER ADVANTAGES OF USER SPACE
VS KERNEL-BASED TCP/IP

Having protocol processing in user space rather than in the
kernel opens up a new set of opportunities for flexibility. This
section looks at a few examples of these that go over and
above the simple performance gains discussed above.

4.1 Process migration
Support for mobility is an important goal for many com-

munication systems. The traditional view of mobility is users
of devices such as cell phones and PDAs moving from one
location to another. However, the concept of mobility can
be defined more broadly to encompass the migration of pro-
cesses. Process migration [10],can be an advantage to many
server-based and other applications. Servers have tradition-
ally been in a single fixed location, but with the increasing
demand for 100% uptime, server processes may need to be
moved for hardware and software upgrades, service provider
changes and general need for physical location changes.

Long uptime requirements, even during maintenance pe-
riods, can be achieved by moving a process from one com-
putational location to another. Supporting process migration
with current implementation architectures can be a difficult
task if the process needs to have persistent TCP connections
across the move. This is because a TCP connection gets its



identity from the IP address of the node it is running on. If
the process migrates to a new node, and that new node has a
different IP address (because the IP address is assigned to the
network interface of that node) then the TCP connection can-
not survive. However, if the process itself contains its own
IP protocol stack with its own IP address, the TCP connec-
tion can survive the migration to another processing element.
With a user space implementation of the TCP/IP stack linked
into the application, e.g., by a run-time library, assigning an
IP address to the process and migrating that process becomes
simpler from the point of view of the protocol architecture.

4.2 Virtual Private Networks
It is often the case that users wish to connect virtually to

a different network using a Virtual Private Network (VPN)
[11]. At present a VPN connection is established by the user
on behalf of the process. The user then forces all network pro-
cessing for this process via this network connection. This can
often have undesirable effects. For example, connecting to a
certain VPN might mean that certain ports are blocked and
the user cannot use all the applications they wish. By having
multiple network stacks a process could choose to load the
VPN network stack. This permits different processes to be
on different VPNs as well as certain processes being on the
machines standard network.

4.3 Peer to Peer
A large amount of traffic on the Internet has become peer

to peer [12]. New suggestions on how to use overlay net-
works to transfer peer to peer traffic efficiently have recently
been made [13]. Some of these suggestions use an additional
protocol layer to provide application layer routing. For ex-
ample, distributed hash tables (DHTs) provide a lookup ser-
vice based upon an identifier. Currently each application is
required to implement its own DHT. However it may be pos-
sible to incorporate a DHT within a network stack as a kind
of generic service to applications that were linked to it. This
would reduce the complexity of the application and poten-
tially provide a faster lookup time.

4.4 Stack Diversity
Using a single network protocol implementation for all ap-

plication processes provides a single point of failure. If this
single point of failure is within the kernel of the operating
system, as it is for kernel implementations of network pro-
tocols, then the whole system is vulnerable. For example, if
a bug in the kernel network code produces an unanticipated
buffer overflow, all processes running on that node could be
compromised rather than just the network processes linked
into the user space run time library in an architecture where
application space network stacks are deployed.

4.5 Stack Development and Updates
Network protocol development in the kernel is a difficult

task. The edit/compile/debug cycle for kernel code is much
longer than it is for code in application space. This is mainly
due to the much better development and debugging tools and
environments available for application code and the fact that
debugging in kernel code means having to deal often with
code running at the hardware interrupt level that can result in
race conditions.

It is much faster and more reliable to develop, debug, test
and deploy new networking code in user or application space.
Prototype development of new, optimised versions of network
and transport protocols would be quicker and more efficient.
An example of such an optimised protocol implementation is
TCP Vegas[14]. TCP Vegas is fully compliant with TCP in-
cluding its congestion control algorithms, but provides per-
formance improvements using a number of different novel
methods including more accurate measurements of round trip
times. A user space network stack would allow TCP Vegas
to be more easily deployed in network stacks, thus improv-
ing the performance of applications. In addition, when up-
dates are necessary to make protocol implementations con-
form to rapidly changing standards due to security and other
reasons, updating a user space implementation can be much
easier than a kernel. Updating a user space implementation
of a protocol stack may be as easy as changing a shared li-
brary, whereas updating a kernel implementation often means
at least a partial recompilation or loading of a new operating
system kernel version.

5 SOME POTENTIAL PROBLEMS
Although not totally foolproof, kernel-based TCP/IP im-

plementations provide a level of security among users that
could be lacking in user space implementations. A kernel-
based network stack can be more inaccessible to malicious
users and applications. For example, the congestion control
algorithms in TCP work to everyone’s advantage only if ev-
ery TCP backs off in response to various signs of congestion
signals and ramps up in a way that is controlled by its internal
algorithms. A malicious user, however, can create an unfair
situation by modifying the code in his TCP to be greedy in
the face of other users’ back-offs. A user or application space
TCP is usually easier to modify, especially on a per process
basis, to act in this greedy way than is a monolithic kernel
implementation. It’s not that the kernel implementation is al-
ways secure, it’s more a question of ease of modification that
makes the user space code more vulnerable.

Another potential problem is that for some operating sys-
tems, having a TCP/IP stack per process increases the total
memory usage among the many users and processors on a
single machine, thus increasing the memory footprint of this
architecture over the traditional kernel-based network stack



approach. Although some shared library implementations do
make an attempt to share running code among instances of the
same program, buffer space and certain data structures will
probably have to be replicated on a per process basis with the
user space approach making the kernel-based approach often
more memory friendly. The decrease in the cost of memory
resulting in larger host memory sizes, however, could miti-
gate this potential problem somewhat.

We mentioned earlier that process migration as a form
of mobility within and outside of hosts could be done in a
straightforward manner with user or application space proto-
col stacks with an IP address assigned per process. A prob-
lem with doing process migration by simply moving a pro-
cess with its IP address to a different host is that Address
Resolution Protocol (ARP) tables would have to be updated
on demand in the sending host on the local network in or-
der to deliver IP packets correctly to the host where the pro-
cess has been moved.1 We are currently investigating mecha-
nisms, such as those available in Mobile IPv6 that allow users
to move to new locations, for their feasibility in the process
migration scenario.

Perhaps the most serious of the potential problems, how-
ever, is the possibly large growth in Internet routing and for-
warding table size if IP addresses were to be assigned to
each process in a multi-core or multiprocessor host. Although
memory cache size in routers is also growing, this may not be
able to keep up with the explosive growth in the size of for-
warding tables. We plan to do experiments to understand this
potential increase in routing and forwarding table size when
individual processes all have their own IP addresses and also
to explore several alternative measures to confront the prob-
lem.

6 RELATED WORK
Networking performance improvements have been the sub-

ject of research since the 1970s. This section discusses some
of this related work. Much previous work on user space im-
plementations of TCP/IP has focused on specific problems.
For example Apline [7] aims to aid the development of new
network protocols by simplifying the development process.
Debugging network code within the kernel is a difficult task.
Apline simplifies this by allowing a user space implemen-
tation of the network protocol to be developed first. Once
this user space implementation has been developed, Apline
encourages the network protocol to be reintroduced into the
kernel.

TCP offload engines move some network processing tasks
away from the main CPU. Instead, the processing is done on
a processor embedded on the Network Interface Card. Pre-
vious research [15] has shown that these techniques do not

1We thank Paul Tipper at Lancaster University for pointing out this po-
tential problem.

provide considerable performance improvements. Seong Ang
[15] suggests that TCP offload engines have potential, but the
cost versus performance benefits gained from such techniques
is questionable. Using TCP offload engines does not move the
bottleneck away from the end-point of the network path. In-
stead the bottleneck becomes the NIC. This bottleneck is the
very issue that Jacobson tries to address [1]. The bottleneck is
created because NIC processors tend to be slower than their
CPU counterparts. Companies have started to market offload
engines which are aimed for network gaming [16].

Finally, there are a number of different kernel implementa-
tion optimisations for network stacks for keeping the number
of memory copies to a minimum because it is an expensive
task [4]. Traditionally an interface would receive a packet
fully before copying this packet to the protocol input func-
tion. When the application calls the socket() receive function,
another copy is invoked. This copy moves the data from ker-
nel to user space. Optimisations such as copy-on-write, page
re-mapping (i.e., zero-copy) and single-copy aim to reduce
the impact of the copy on performance. Of these solutions,
the only method which only alters the networking code, and
does not force an application re-write, is single-copy.

In the single-copy [4] paradigm, memory is shared be-
tween the network interface and the kernel. The only copy
is between kernel space and user space. Single-copy requires
that the data is checksummed and copied in the same loop
in the kernel code. Reducing the number of memory copies
increases the performance of any network processing system
whether it is within the kernel or user space.

Changing the data structure used to process packets is an-
other improvement suggested by Jacobson [1]. Instead of the
widely used linked-list structure, a carefully designed circular
buffer could be used. If correctly designed, such buffers re-
quire no locks and more importantly share no writable cache
lines between the producer and the consumer (network card /
kernel combination).

7 CONCLUSION
Traditionally network protocol implementations have been

a part of an operating system kernel. This is an ideal solution
for single-core processor machines. However, it is not ideal
for multiprocessor or multi-core systems especially when at-
tached to very high speed networks. These multiprocessor
systems can increase performance because multiple instruc-
tions can be executed concurrently. In kernel-based network
implementations, concurrency can be reduced because some
processors can idle waiting for the kernel’s processor to fin-
ish. Work done by Jacobson [1] shows how a network stack
pushed closer to the application can increase performance
because of reduced context switches, locks and copies. The
work presented in this paper expands on the work done by
Jacobson [1] by examining the architectural implications of



pushing the protocol processing closer to the user application.
Issues such as addressing, routing, forwarding and mobility
have been discussed in light of this new software protocol
architecture and some suggestions as to their solutions have
been offered.
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